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nternational legislation and regulations

emphasise the importance of the develop-

ment of a culture of security within business,

but as an added challenge to the daily grind

it’s commonly overlooked.

Many smaller organisations believe they

won’t be seriously targeted because there are

bigger fish to fry elsewhere. To an extent this is

true, but most SMEs are a step behind the big

corporates when it comes to realising just how

fast-changing the security landscape is.

Large companies are now a lot more on the

ball as they seek to avoid damaging naming 

and shaming in the media. This has had the

effect of making smaller business networks 

look increasingly tempting to criminals.

Today, SMEs are more likely to end up as 

part of larger attacks, such as mass virus 

outbreaks or efforts to harvest credit card 

numbers. For those without the knowledge,

time or resources to ensure they are properly

protected, the approach to security is ad hoc

and reactive – many will not have dedicated 

IT staff or a security department. There’s a 

practical opportunity here for dealers to step

into a consultative role, developing the expert-

ise to properly inform and educate customers

who fall into this category.
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Like all organisations, SMEs hear a lot about
protecting themselves from external threats.
Jon Packman takes a look at the readiness of
such enterprises to combat security breaches,
and what dealers can do to help.
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Highlighting the current lack of knowledge,

the DTI’s Information Security Breaches

Survey 2006 showed that security expendi-

ture, particularly among SMEs, was either low

or not targeted at key risks. Over 60% of UK

businesses were shown to have suffered at least

one premeditated or malicious incident in 

the past year. Despite a reduction in the 

number of firms suffering breaches the actual

number of reported incidents is rising. The 

cost associated with security incidents has also

increased. In 2004, the average cost of a UK

company’s worst incident was roughly

£10,000; now it’s £12,000.

Furthermore, three-quarters of UK busi-

nesses surveyed either lacked disaster recovery

plans or had not tested them over the past

year. More than half were dependent on the

physical security of their premises alone to

protect PCs and laptops from theft. Only one

in seven encrypted their data on hard discs,

while 55% of firms had taken no steps to 

protect themselves against the threat posed by

removable media devices, such as USB sticks.

But it’s not just digital information that

needs to be under guard – much fraud is still

paper-based. “There is depressingly regular

news of identity theft, cheque fraud or illegal

duplication of valuable documents,” says

Charles Eaton, marketing manager at Paperco.

“The rise of desktop copiers, digital printers

etc has only served to deepen concerns and no

business or public body is unaffected by paper

copying security risks.”

To combat this, some papers now incorpo-

rate a hidden message so that when a copy 

is made the message shows through, highlight-

ing the fact that it’s unauthorised. Typical 

applications would be customer lists,

business contracts, or import/export forms,

for example.

Printers, too, are having to keep pace with

increasingly sophisticated threats, warns Chris

Hinds, head of marketing at Brother UK. “Even

if a network is secure, packets of information

sent to a printer wirelessly can be susceptible to

hacking. In the case of confidential materials,

such as salary or identity information, this can

have serious repercussions.”

Many printers now have PIN code verifica-

tion systems to restrict access, but one interest-

ing development for Brother is the addition of

SSL technology to its machines. “SSL is already

widely used in e-commerce to protect customer

information,” says Hinds, “but this is the first

time the technology has been used to provide a

truly secure printer. By encrypting information

sent to print in a code that only the destination

printer has the key to read, SSL ensures 

documents cannot be hacked en route.”

Compared to corporate organisations,

SMEs face a greater divide between the 

perception and reality of needs and risks when 

it comes to security. Ever-emerging threats 

and continual advances in business security 

give dealers a regular chance to inform 

clients and demonstrate an impressive level 

of expertise. “Gain an understanding of 

your customer’s security concerns and 

current strategy so that you can spot the weak

points and suggest solutions,” adds Hinds.

“Most people don’t have time to spend 

considering and understanding complicated

security protocols and applications, so make it

easy for them.” l
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Three-quarters of UK businesses 

surveyed either lacked disaster 

recovery plans or had not tested 

them over the past year. But it’s not 

just digital information that needs to 
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